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Abstract—Substitution-Box (S-Box) is an important security 

building block for the Advanced Encryption Standard (AES) 

algorithm. However, its high power dissipation always 

compromises with its security feature under Correlation Power 

Analysis (CPA) attack. In this paper, we propose a secured and 

low power overhead LUT based S-Box architecture embodying 

a novel multiplexing circuit AND and OR a compensator.  We 

achieve these attributes as follows. First, we employ AND and 

OR gates to realize the multiplexing circuit therein in a regular 

structure to minimize the delay and power variations for every 

input pattern, hence mitigating the security risk against 

CPA.  Second, we augment a compensator to complement the 

multiplexing circuit to further minimize the power variations 

within the LUT based S-Box. We realize six AES designs based 

on the Sakura-X FPGA board, three designs embodying 

reported S-Box architectures and the other three designs 

leveraging on our multiplexing circuit and compensator.  We 

show that our AES design, embodying our LUT based S-Box 

architecture with  the AND/OR-gate multiplexing circuit and 

compensator, has the highest security feature (against CPA) 

compared with the reported designs, featuring 10× to 300× 

better security.  

Keywords — Compensator, Multiplexer, Look-Up-Table, 

Substitution-Box, Correlation Power Analysis 

I. INTRODUCTION 

The proliferation of Internet of Things (IoTs) [1] is 

inevitable, in which the communication data are 

shared/transferred through internet. The availability of 

online-shared information, in system IoTs, is vulnerable due 

to unauthorized party (i.e. adversary) who can intercept and 

abuse the information. Therefore, cybersecurity [2], which 

concerns about data protection of confidential information, 

has to be considered when designing system IoTs. Although 

the communication data are often encrypted using encryption 

algorithm such as Advanced Encryption Standard (AES) [2], 

the IoT hardware could still be losing security due to various 

forms of attack, including Side-Channel-Attack (SCA) [6].  

The SCA is defined as a method employed to reveal the secret 

information by utilizing its leakage physical parameters, such 

as power dissipation [6], electromagnetic (EM) emanation 

[7] and timing information [8], of the encrypted devices.  

Particularly, Correlation Power Analysis (CPA) [6], one of 

SCA methods, is surprisingly effective and amazingly simple 

to reveal the secret key of encryption algorithm by analyzing 

the correlation between the power dissipation and processed 

data.     

There are many reported counter-methods to mitigate CPA.  

The general preventive ideas are based on the “masking” and 

“hiding” approaches [6].  The masking approach aims to 

mask the dependency/correlation between the 

encryption/decryption operations and their ensuing power 

dissipation, and conversely, the hiding approach aims to hide 

the same through breaking the link between data and power 

dissipation.   These counter-methods were exemplified in 

some reported AES designs [9], showing various degrees of 

security robustness, and trade-offs among overall power 

dissipation, speed/data rate and area overheads.  In an AES 

implementation, the critical building block is the substitute-

box (S-Box) that obscures the relationship between the key 

and the encrypted data, and it is one of the most power 

dissipative building blocks, accounting 50%-60% overall 

power [7].  Hence, power-efficient and yet high security 

robustness S-Box remains highly desirable. 

There are two general types of implementations for S-

Box, one is based on the conventional computational means 

[3], and the other one on the Look-Up-Table (LUT) [9].  The 

LUT implementation is generally preferred due to its low 

overheads and high speed attributes. An LUT 

implementation consists of a pre-stored LUT circuit and 

multiplexing circuits.  In this paper, we investigate and 

propose power-efficient and yet secured look-up-table (LUT) 

based S-Box architectures as a solution in IoT applications.  

We only consider the hiding approach in our study.  Our 

study is based on the Field-Programmable-Gate-Array 

(FPGA) which provides a more flexible and programmable 

implementation for IoTs   

There are three key significances in our study.  First, we 

propose to use AND and OR gates to realize the multiplexing 

circuits embedded in the LUT based S-Box. The AND and 

OR gates are structured to minimize the power and delay 

variation in the S-Box design for every input pattern, hence 

increasing the security feature against CPA.  Second, we 

propose to include compensators in the LUT based S-Box to 

further minimize the power variations due to the data 

dependency of the input signals.  The compensator is only 

applied to the multiplexing circuits and   no compensator is 

required for the pre-stored LUT circuit.  Third, we 

comprehensively compare six AES designs embodying 

various S-Box architectures in terms of security feature 

(against CPA), hardware resources, power dissipation and 

speed.  Of the six AES designs, three are based on the 

reported designs, and three are our designs, leveraging on our 

LUT based architecture and compensators.  Based on the 

measurements, we show that our AES design, embodying our 

LUT based S-Box architecture with AND/OR gates and with 

a compensator, has the highest security, 10× to 30× better 

than the reported designs.   We also show that the hardware 

and power overheads of our designs are modest, and our 

proposed S-Box architectures are suitable for low-to-medium 

speed secured ubiquitous electronics, including IoT 

applications.      
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The paper is organized as follows. Section II reviews the 

AES algorithm, the various S-Box implementations and CPA 

attack. Section III describes our proposed Power-Efficient 

LUT based S-Box architectures. Section IV shows the 

measurement results on AES implementations and finally, 

conclusions are drawn in Section V. 

II.  REVIEW: ADVANCED ENCRYPTION STANDARD (AES) 

ALGORITHM, SUBSTITUTION BOX (S-BOX) AND 

CORRELATION POWER ANALYSIS (CPA) 

In this section, an overview of the AES algorithm is 

briefly described followed by a description of its pertinent 

building block (i.e. S-Box) and the attacking technique based 

on the CPA 

A. Advanced Encryption Standard (AES) 

The AES algorithm has been employed in a variety of 

security systems including the defense and banking 

applications since 2001 [6]. It is categorized as a symmetric-

key encryption algorithm, in this context that the transmitter 

and receiver employ the same key for encryption and 

decryption respectively.  The AES algorithm transforms a 

plaintext into a ciphertext using the key with multiple 

iterative processes.  The processed data block length is fixed 

at 128 bits, while the key length can be 128, 192, or 256 bits 

[3]. The different key length such as 128, 192 and 256 bits 

require 10, 12 and 14 rounds of iterations respectively.   

Fig. 1 depicts the flow chart of the encryption process on 

the AES algorithm. Each round of iteration consists of four 

operations, namely S-Box, ShiftRow, MixColumn and 

AddRoundKey, except for the last round which does not have 

MixColumn operation.  The decryption is a reverse operation 

of the encryption process, i.e. transforming the ciphertext 

into the plaintext (original message) using the same key as in 

encryption process. The decryption structure can be derived 

by inverting the encryption structure directly [3].  The 

equivalent decryption structure has the same sequence of 

operation as in the encryption structure, thus, the resources 

sharing is allowed  for the encryption and decryption process. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

B. Substitution-Box (S-Box) 

The S-Box is the one of the most critical blocks in AES 

and dissipates relatively high power. Two main sub modules 

in the S-Box which are the multiplicative inversion and the 

Affine transformation [7].  The idea is to enable a non-self-

inverse function in S-Box to effectively protect the data 

against the deciphering attack.  There are two general types 

of implementations for S-Box, one is based on the 

conventional computational means, and the other one on the 

LUT matrix.  Figs. 2 (a) and (b) depict the block diagrams of 

the conventional computational S-Box and of the LUT based 

S-Box respectively.   Each input to the S-Box is a 1-byte of 

intermediate data x, and the S-Box will generate 1-byte of 

output S(x). In the Fig. 2(a), the output S(x) is obtained 

through a series of computations (labeled as “A” to “F” and 

the matrix multiplication).  As the 8-bit x processes through 

all these operations to generate S(x), the S-Box dissipates 

different power for different x. Thus, the power dissipation 

could correspond with the value of the processed data in the 

S-Box, potentially leaking information under CPA. 

  
 
 

 

 
 

 

 
 

 

 

 
A  = isomorphic mapping 

A-1 = inverse isomorphic mappings 

B = square operation in GF(24) 

C = sum operation in GF(24) 

D = multiplication operation in GF(24) 

E = multiplication with constant operation 

F = inverse operation in GF(24) 

(a) 
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Fig. 2: Block diagram of S-Box (a) based on computational 

operations (b) Based on Look-Up-Table (LUT) 

 In Fig. 2(b), for each possible input x, S(x) can be pre-

computed and stored in an LUT. The corresponding output 

can then be retrieved directly from the LUT for a given input 

x.  In this context, multiplexing circuits are used to select a 

corresponding output data from the 256 Byte LUT, which 

functions as a ROM.  The LUT based S-Box is generally 

advantageous for small area and low power implementation.   

However, the study of the LUT based S-Box architectures 
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Fig. 1: Flow chart of Advanced Encryption Standard (AES) 



remains insufficient.  From security concern viewpoint, we 

observe that 256 Byte LUT [9] is constantly voltage-biased 

without dissipating any dynamic  power, only the 

multiplexing circuits dissipate dynamic power according to 

the input x.  Viewed from a different perspective, should the 

power variation in the multiplexing circuits be as small as 

possible, the security features (against CPA) will be 

significantly enhanced. 

C. Correlation Power Analysis (CPA) Attack 

The CPA attack is a byte-based power analysis attack. 

Each byte of key (sub-key) is estimated by means of 256 

possible values (28 = 256). Based on Equation (1), the CPA 

attack is performed by analyzing the correlation coefficient 

(𝑟𝑖,𝑗,𝑡) of two variables, power model (𝑋𝑖,𝑗,𝑚), and the power 

traces (𝑌𝑡,𝑚), for i = 1, …, 16 sub-keys, j = 1, …,256 sub-key 

candidates, t = 1, …, N sampling points. 

𝑟𝑖,𝑗,𝑡 =
∑ (𝑋𝑖,𝑗,𝑚−�̅�𝑖,𝑗)𝑛

𝑚=1 (𝑌𝑡,𝑚−�̅�𝑡 )

√∑ (𝑋𝑖,𝑗,𝑚−�̅�𝑖,𝑗)𝑛
𝑚=1

2
.√∑ (𝑌𝑡,𝑚−�̅�𝑡)𝑛

𝑚=1
2
            (1) 

For each i, the correct sub-key corresponds to the highest 

𝑟𝑖,𝑗,𝑡 at the particular sub-key candidate, j, and sampling point 

of power traces, t. The higher number of power traces 

required to reveal the correct sub-key, the higher CPA-

resistant to the hardware, hence more secured.  

The common power model used is either Hamming 

Weight (HW) or Hamming Distance (HD) as described in 

Equation (2) and (3) respectively. The HW power model is 

to measure the number of logic ‘1’ in specific register (R1) 

while the HD is to measure the bit transition (‘1’  ‘0’ or 

‘0’‘1’) of two registers (R1 and R2). For instance, when 

attacking the last round of AES-128, the HD is preferred. In 

this context, the bit transition of the input and output (i.e. R1 

and R2) of the last round is correlated with power dissipation 

measurement.  

 𝐻𝑊(𝑅1)                                (2) 

𝐻𝐷 (𝑅1, 𝑅2) = 𝐻𝑊(𝑅1 ⊗ 𝑅2)                  (3) 

III. SECURED S-BOX ARCHITECTURES 

In this section, we describe and propose LUT based S-Box 

architectures with and without compensator to enhance the 

security features in the overall AES implementation.  The 

compensators are employed to further mitigate the power 

variation for each input pattern in order to prevent SCA based 

CPA attack. 

A. LUT based S-Box Architectures without Compensators  

Figs. 3 (a) and (b) depict the reported LUT based S-Box 

architecture based on the multiplexers and our proposed LUT 

based S-Box architecture based on the AND and OR gates 

for the multiplexing circuits respectively. In the Fig. 3 (a), the 

multiplexing circuits are designed by cascading 4-level (L=1 

to 4) 4-to-1 multiplexers.  This architecture is relatively 

simple, however, the multiplexers collectively dissipate 

various power depending on the input x. Hence, the power 

dissipation in the multiplexing circuits is still somewhat data-

dependent. 

The Fig. 3(b) is a more power-balanced LUT based S-Box 

architecture compared with the Fig. 3(a), where AND gates 

are first used to allow the specific LUT value to pass through 

followed by cascading 8-level (L=1 to 8) 2-input OR gates.  

The architecture in the Fig. 3(b) balances the propagation 

delay paths for each input pattern, and likely dissipates a 

similar power profile for each input pattern, hence increasing 

the security feature (i.e. against CPA attack).   

The fundamental principle of the balancing power 

dissipation in the Fig. 3(b) are explained as follows.  The 

AND gates first serve as filters, removing the unwanted 

switching whereas the unwanted switching may happen in 

the Fig. 3(a).  The unwanted switching is often data-

dependent, posing security risks under CPA attack.  Only the 

specific LUT value will be passed over to the AND gates 

based on the 8-to-256 decoder.  The 2-input OR gates (as 

opposed to other higher-in OR gates) are used because the 2-

input OR gate has less power variation among its input 

pattern combination.  For every input pattern, only one OR 

gate in each level is enabled to pass the specific LUT value.   
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Fig. 3: LUT based S-Box architectures (a) Reported design based on MUX gates (b) Proposed design based on AND/OR gates 



B. Proposed LUT based S-Box Architectures with 

Compensators  

The vulnerability of normal S-Box (uncompensated) is 

mainly due to the data dependency of x, processed data, 

which correlates to the power dissipation.  An improved 

method is to include a compensator to further make an even 

more relatively similar power profile for each input pattern.  

This concept has been previously applied by using a Gate-

Level approach such as dual-rail logic, e.g. Wave-Dynamic-

Dual-Rail-Logic (WDDL) [14], Sense-Amplifier-Based 

Logic [13], Pre-Charge-Static-Logic [10], etc.  We apply the 

same concept in our LUT based S-Box architectures here. 

Since the 256 Byte LUT is voltage-biased at the specific 

voltage level, we do not need to compensate the power 

dissipation in the 256 Byte LUT.  The 256 Byte LUT only 

dissipates leakage power but not dynamic power.  Assuming 

that the leakage power is unlikely to be data-dependent, we 

propose to compensate only the multiplexing circuits (see 

Fig. 2 (a)), making a similar power profile for every input 

pattern.  In this respect, we are proposing a semi-block level 

compensator in the LUT based S-Box.  

Fig. 4 depicts the block diagram of our proposed LUT 

based S-Box architecture with a compensator.  The 

compensator is essentially generating logic complementary 

signals of the multiplexing circuits.  In this way, the number 

of logic ‘1’s and the number of logic ‘0’s collectively 

propagating to the multiplexing circuits and the compensator 

are always the same.  Viewed differently, the switching 

(dynamic) power dissipation in the S-Box would be likely the 

same for every input pattern.  
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Fig. 4: Proposed LUT based S-Box with a compensator which is 

implemented only on the multiplexing circuits 

The architecture used to realize the compensator is the 

same in the multiplexing circuits.  Fig. 5 (a) and (b) depicts 

the LUT based S-Box architectures with the compensator by 

using the MUX and AND/OR gates respectively.   The MUX 

gates are advantageous for lower hardware overheads and 

speed, but data-dependency still exists in the MUX when the 

input x changes from one pattern to another pattern.  On the 

other hand, the architecture using the AND/OR gates is 

256 Byte LUT 

(ROM)

M
U

X

A0

A1

A254

A255

x
8

M
U

X

M
U

X
M

U
X

M
U

X
M

U
X

M
U

X S(x)
8

(a)

Multiplexing Circuits

Compensated Complementary Multiplexing Circuits

M
U

X
M

U
X

M
U

X
M

U
X

M
U

X
M

U
X

M
U

X D(x)
8

256 Byte LUT 

(ROM)

A0

A1

A254

A255

x 8

256

S(x)
8

L=1 L=2 L=3 L=4 L=5 L=6 L=7 L=8

256

D(x)
8

(b)

8-to-256 

Decoder

8-to-256 

Decoder

Multiplexing Circuits

Compensated Complementary Multiplexing Circuits

 

Fig. 5: LUT based S-Box architectures with compensator (a) Design based on MUX gates (b) Design based on AND/OR gates 



advantage on mitigating the data-dependency as discussed in 

the previous section.   

IV. MEASUREMENT RESULTS  

In order to provide a comprehensive comparison, we 

implement three 128-bit AES (AES-128) designs containing 

three different S-Box architectures without any 

compensators.  We also implement three AES-128 designs 

containing three different S-Box architectures with 

compensators.  For easy reference, Table I tabulates these 

designs with a short description on their respective S-Box 

architectures.  Designs #1, #2, #4 are based on the reported 

designs [12]-[14].  Particularly, for the Design #4, WDDL 

logic is used for realize the multiplexing circuits.   Designs 

#3, #5 and #6 are proposed designs in part leveraging on the 

architectures discussed previously in Sec. III.  All these 

designs are implemented by means of the Sakura-X FPGA 

board [8].  In this experiment, a frequency of 24MHz global 

clock is employed to synthesize all these designs for a fair 

comparison.  
Table I. 

AES-128 DESIGNS EMBODYING VARIOUS S-BOX ARCHITECTURES 

AES-128 S-Box Architecture 

#1 Computational  means (see Fig. 2 (a)) 

#2 MUX LUT (see Fig. 3 (a)) 

#3 (proposed) LUT with AND/OR gates (see Fig. 3 (b)) 

#4 Computational means with WDDL 

#5 (proposed) Mux LUT with compensator (see Fig. 5(a)) 

#6 (proposed) LUT with AND/OR gates & compensators 

(see Fig. 5(b)) 

 

Fig. 6 depicts the experimental setup where a 10-bit ADC 

2.5Giga samples/second oscilloscope is used to record the 

power dissipation for various AES-128 designs.  Table II 

tabulates the sub-keys used for the encryption process during 

the experiments.  We perform CPA attack the last round of 

the AES-128 algorithm by means of the HD power model. 

The detailed comparisons are provided in the following sub-

sections. 

 

 
Fig. 6: The Experimental Setup 

Table II. 

THE SUB-KEYS ARE USED FOR THE EXPERIMENTS 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

Key 13 11 1D 7F E3 94 4A 17 F3 07 A7 8B 4D 2B 30 C5 

A. Security Robustness  

We perform CPA attack to all the six designs in order to 

find out the minimum number of power traces required to 

break the keys.  The higher number of power traces required, 

the higher security feature in the S-Box architecture.   Fig. 7 

depicts the correlation coefficients at the different sample 

points (with 50 samples, i.e. 50×
1

24.0 𝐌𝐇𝐳
) at the last round of 

AES algorithm for the Design #3. The bold line represents 

the correct key whereas the grey lines represent other keys 

candidates (i.e. incorrect keys) based on 20,000 power traces. 

The key is successfully revealed at the sampled point 31, 

which has the highest correlation coefficient. Fig. 8 depicts 

the correction coefficient versus the number of power traces 

for all 256-key candidates in the Design #3. The correct key 

is depicted in bold line.  In the Fig. 8, we can see that the key 

can be recovered by correlating at least 14,243 power traces 

with the power model. 

 

Fig. 7: Correlation coefficients at various sampled points of power 

dissipation measurement for the Design #3. The bold line indicates 

the correction coefficients of the correct key where the highest 

correlation happens at the sample point 31.  

 

 
Fig. 8: Correlation coefficients vs the number of power traces for 

the Design #3. The bold line indicates the correction coefficients 

using the correct key. The key is broken by using ~14k power traces.  
 

Table III tabulates the minimum number of power traces 

required to reveal at least one key and all the 16 keys by 

means of CPA attack on the AES-128 algorithm, which the 

designs embodying various S-Box architectures. The 

readings in the parenthesis are normalized with respect to the 

reading of the Design #1.   We can comment the following.    

 Sakura FPGA Board 
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Program attacking AES-
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31 



First, from breaking at least one key to all 16 keys, we require 

29% to 53% more power traces.  Second, the Design #1 (by 

using the computational means) is very vulnerable to CPA 

where 455 power traces are sufficient to break all the keys.  

Third, of all the designs without compensators (the Designs 

#1 to #3), our Design #3 is the best, about 31× more secured 

than Design #1 and slightly better than the Design #2.   

Fourth, when the compensators are included, the security 

feature is significantly enhanced.  For example, when 

compared to the Design #1, Designs #4 to #6 (with 

compensators) feature 89× to 308× more secured.  Fifth, 

although the Design #4, embodying the reported WDDL, is 

promising, our proposed designs (Designs #5 and #6) 

embodying the compensators in the multiplexing circuits, are 

even better.   In particular, the Design #5 and the Design #6 

are 1.6× and 3.5× more secured respectively compared with 

the Design #4. 
 

Table III. 

THE NUMBER OF POWER TRACES TO BREAK KEYS 

Design 
Min Power Traces to 

break at least one key 

Min Power Traces to 

break all the keys 

#1     252     (1×)       455     (1×) 

#2   9,495   (38×)   13,642   (30×) 

#3 10,256   (41×)   14,258   (31×) 

#4 21,030   (83×)   40,561   (89×) 

#5 35,480 (140×)   65,345 (144×) 

#6 65,200 (259×) 140,000 (308×) 

 

B. Measured Characteristics on AES-128 Designs 

 

We compare the hardware resources, the power 

dissipation and minimum delay for the AES-128 designs 

embodying various S-Box architectures. Table IV tabulates 

the device utilization in FPGA board for different S-Box 

architectures in AES-128 implementation. As before, the 

readings in the parenthesis are normalized with respect to the 

reading of the Design #1. 

For hardware resources, we collectively group the registers 

and the LUT logic together for analysis. The Design #4 

embodying WDDL has the largest overheads and the Design 

#1 using the computational means is similarly having large 

overheads. As expected, the AES-128 designs embodying 

LUT based S-Box architectures have less overhead. The 

Design #2 has the lowest overhead and it is expected as the 

MUX circuits can be highly optimized by the Xilinx 

synthesis tool. Among all the AES-128 designs, embodying 

LUT based S-Box architectures, our Design #6 has high 

overheads but it is comparable to the Design #1. 

In the perspective of average power dissipation (i.e. static 

and dynamic power dissipation), the Design #1 dissipates the 

highest followed by the Design #4. This is despite the Design 

#4 uses more resources. The AES-128 designs embodying 

the LUT based S-Box dissipate relatively low power. It is 

also expected that the LUT based S-Box architectures with 

compensator dissipate higher power than the same LUT 

based S-Box architecture without compensator.  Particularly, 

the Design #5 dissipates 1.17× more power dissipation than 

the Design #2 and the Design #6 dissipates 1.89× more power 

dissipation than the Design #3.  The almost doubling of 

power in the Design #6 to the Design #3 further justifies that 

the power is compensated due to a similar amount dynamic 

power dissipation dissipated in the compensator, when 

compared to the multiplexing circuits.   In other words, the 

compensator works well at the expense of higher power 

dissipation. 

Although all the AES-128 designs are synthesized based 

on the 24MHz clock, we can still analyze the mimimun delay 

of each designs. The Design #2 embodying the MUX LUT 

S-Box can operate fastest followed by the Design #3. The 

Design #6 has the worst minimum delay, but is still achieving 

> 91MHz clock frequency – such frequency would be more 

than sufficient for many low-to-medium speed IoT 

applications. 

C. Trade-off Comparison 

We further tabulate a composite trade-off figure-of-merit 

in Table V, the product of power dissipation and the inverse 

of the minimum number of power traces, to quantify various 

AES-128 designs. In the Table V, the Design #1 is 

uncompetitive due to its high power dissipation and yet low 

security feature. Our Design #6 has the lowest value and is 

suitable for low power and yet high security robustness for 

IoT applications.   

  
Table V. 

COMPOSITE TRADE-OFF FIGURE-OF-MERIT: PRODUCT OF POWER 

AND INVERSE OF MINIMUM POWER TRACES 

Design 

Power 

Dissipation 

(P, mW) 

Inverse of Min Power 

Traces (
1

𝑀
,10-3) 

Product (P×
1

𝑀
) 

#1 7.3 2.198 16.045 

#2 2.8 0.073   0.204 

#3 2.7 0.070    0.189 

#4 3.9 0.025   0.098 

#5 3.3 0.015    0.050 

#6 4.2 0.007   0.029 

 

Table IV. 

DEVICE UTILIZATION IN FPGA OF AES-128 ALGORITHM IMPLEMENTATION WITH AND WITHOUT COMPENSATOR 

Design 
Hardware Resources Total Power Dissipation (mW) Min Delay 

(ns) Registers LUT Logic Total Max Min Average 

#1 952 3,117 4,069 (1.00×) 10.9 3.7 7.3 (1.00×) 9.1 (1.00×)   

#2 868 1,706 2,574 (0.63×) 3.7 1.9 2.8 (0.38×) 5.6 (0.62×) 

#3 1,021 2,947 3,968 (0.98×)  4.6 0.8 2.7 (0.37×) 6.1 (0.67×) 

#4 948 7,445 8,393 (2.06×) 6.7 1.0 3.9 (0.53×) 10.7 (1.18×)   

#5 868 2,563 3,431 (0.84×) 5.4 1.2 3.3 (0.45×) 7.9 (0.87×) 

#6 1,060 3,132 4,192 (1.03×) 5.3 3.1 4.2 (0.58×) 10.9 (1.20×) 

 



V. CONCLUSIONS 

We have proposed an LUT based S-Box architecture by 

using AND and OR gates to realize the multiplexing circuits 

to minimize the power variation for each input pattern.  We 

have further augmented a compensator to compensate the 

power variation in the multiplexing circuits, reducing the 

variance of power dissipation as the leakage information to 

secure against the CPA attack.  We have shown that our AES-

128 design, by embodying our LUT based S-Box architecture 

with AND/OR gates and with a compensator, has the highest 

security than the reported designs. The power overhead in our 

AES design embodying our LUT S-Box architecture is 

relatively low. Therefore, we recommended our AES design 

for secured ubiquitous electronics, including IoT 

applications. 
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